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For Lolly

The impact and appeal of information, quantitative or not, flows
naturally from the significance and relevance of the message it
contains. As a communicator, it is up to you to give a clear
voice to that information and its message using language that is
easily understood by your audience.
Stephen Few, Show Me the Numbers: Designing Tables and
Graphs to Enlighten, Analytics Press, Oakland, CA, 2004.
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Foreword
For many years, one of the biggest challenges facing a chief security officer (CSO)
was “having a regular seat at the table.” Sure, when a crisis event occurred, they would
always get their 15 minutes of fame, but once the incident or issue was under control, they
would generally be forgotten until the next major event.
While the statement above is meant to be somewhat tongue-in-cheek, the reality
is that a lack of visibility for CSOs within their company was not uncommon. The
questions to be answered are, “why are they regularly excluded from the table?” and
“what has changed for them in today’s business environment?”
For many years, the security function and their CSOs were viewed within
a corporation as a “business necessity.” What was interesting was that in many
instances, they were not held to the same performance standards as their peer leaders
who worked within the profit and loss side of the business, or even led similar
functions.
Business leaders within a corporation’s manufacturing, engineering, or information technology groups have always been measured by corporate leadership on the
value that they create within the corporate infrastructure. As such, leaders within
these areas learned the necessary business acumen a long time ago that would allow
them to effectively measure and communicate the value and effectiveness of their
individual organization.
These leaders routinely produced metrics that “told their stories” in regard to
profitability, productivity, quality, cycle time, unit cost, etc. It was an expectation
that a leader in one of these areas would be able to artfully articulate all aspects of
their business using metrics and be able to hold their own in any financial discussion
regarding their business. Why were CSOs not held to the same expectation and what
has changed?
CSOs and the business of security remained a mystery for many companies.
Due to a general lack of understanding with the CEO about what a CSO should do
and how security should be run, CSOs got a pass for many years. They were never
expected to run security “like a business.” In many ways the adage “no news is good
news” was all a CEO needed to believe that their CSO and security program was
doing a good job.
After 9/11, and the ensuing economic challenges over the past 10 years, the CSO
position has been thrust into the limelight. Initially, company leadership needed to
know that their corporation was protected from terror threats. This gave additional
visibility to the security function. As time passed and the economy periodically faltered, the cost associated with the security function began to be scrutinized by company leadership with the same vigor as that of other operations within their company.
No longer could the CSO, the security function, and the costs associated with that
function be ignored. The expectation that CSOs run their security functions “like a
business” became the norm.
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CSOs who anticipated the directional change began reaching out to their peers
within their own companies or professional security organizations to begin learning
the necessary business skills and tools to effectively tell their story.
The seat at the table was open and leadership’s expectation was that their CSO
would be able to effectively communicate the value of the security function, the results
it was achieving, and the return on investment it was creating for the corporation.
Many CSOs (myself included) felt the urgency to develop a suite of metrics,
which was essentially a set of two-minute “elevator speeches” that could be used to
quickly and concisely communicate the value of the security investment.
The initial journey of discovery was not easy. We first had to educate the middle
management of our organization on the value of creating metrics. George Campbell,
the author of this book, was our guide in this journey. I’ll never forget George’s initial
assessment of our security and fire protection organization. “You have great people, a
ton of data and world class services,” he stated. “But, you don’t do anything of value
with the data. Your security and fire leaders don’t understand how to create metrics
and you aren’t telling your story effectively at all.” It was a sobering moment.
So began our metrics journey in late 2010. Fast forwarding to today, we have
developed an impressive suite of metrics that capture nearly every service offering within our security and fire protection organization. These metrics allow me to
quickly and effectively communicate the value, quality, cycle time, and cost avoidance created by the investment made by the company to protect our people, property,
information and providing business resiliency.
The security and fire leaders in the middle who initially resisted the idea have
all seen the value of being able to “tell their individual organizational story.” Many
have used the metric creation journey as an opportunity for employee involvement and
engagement within their teams. By doing so, every member of our security o rganization
has increased their level of business knowledge. Each of my security and fire leaders
are now able to tell “the bigger story” via our metric package with our internal business
partners. Leaders can now easily brief the effectiveness of security and fire protection,
even if they don’t manage them, because we have spent the time learning about each
other’s functions and how we collectively bring value to our company.
Three years ago, I had my first opportunity to walk through sections of my metric
suite with our CEO and other senior leaders within our corporation. The briefing
created an invaluable dialogue for our organization. It was clear that our value story
resonated with our CEO and his leadership team. I truly believe the perception and
expectations of our security and fire protection organization changed that day in a
very positive way.
George’s work within the field of security metrics is unparalleled. As you walk
through his stories and examples, you will discover that each are based on years
of practical learning and experience as a CSO. The knowledge you will gain will
undoubtedly help you “tell your story” in the most effective way possible!
Dave Komendat, Chief Security Officer
The Boeing Company
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A Short Story To Set The Stage
This short story originally appeared in CSO Magazine in November, 2004 under the “anonymous” authorship. While fictitious, it does fairly represent my own experience in being pushed
(not dragged…) into the hunt for meaningful metrics in my diverse security programs. What is not
in here is the extent to which I drove my team crazy with probing the data that were squeezed and
poured forth from every data repository I could find.

We have a chief financial officer (CFO) who’s always been a nut on quantitative
measures. But he’s recently decided to make a metrics march on all his direct reports
and that includes me. So every department in the company has engaged in a great
exercise identifying the metrics appropriate to their business processes. And since all
the service functions (including corporate security) report to him, I determined that
compliance is the better part of valor.
I first found this metrics mania somewhat vexing. Historically speaking, I am the
kind of person who has proudly sported that bumper sticker proclaiming “what do
you mean I’m overdrawn, I’ve still got checks left!”
So, I decided early on to go to the source, the CFO and chief metrics officer himself. What might he be looking for in this program? I was aware that there was a risk
involved here; I didn’t want to look like I was carrying a dunce cap through the door.
But caution has never been my strong suit so I got right to the point in our regular
one on one in his office.

FATEFUL MEETING
Me: “I know you have an endgame in mind with your measures request from your
Services Group. In corporate security, we generate volumes of data on a daily basis.
It would be helpful if we could kick some ideas around on how to meet your goal.”
CFO (smiling): “Sure. The heart of it is that if a business process cannot be
measured in one way or another, we likely ought to cast it off as wasted effort. As a
business, we live or die every day on a host of measures, all of which indicate our
health to shareholders, the capital markets and any manager worth his or her paycheck. I know you are thinking about replacing our global access control system. It’s
a significant investment. You know I need to see the return on it. What’s the benefit?
When is the payback? What is it going to give us that the one we’ve got doesn’t? This
is simple stuff. Digging into the essence of what we get for our global spending on
security programs is far more difficult.”
Me: “You’ve highlighted the fact that we’ve always been seen as a cost center.
But how do you see security as being a fundamental part of our financial success?”
CFO (excited, stands up): “That’s absolutely the right question! But think about
it for a moment. You are in the best position to answer it. And, you need to know that
I don’t see security as a cost center. You are a performance center. Your department’s
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operations are critically focused on helping our company succeed in an increasingly
risky world. Every business process involves a variety of steps, actions, or transactions that can be measured. In my office, we track dozens of financial performance
metrics that provide the grist for boardroom debate and business strategy. A few
years ago I might have wondered aloud about the value of a comprehensive security
program in a global business, but no more. The risks are all over the map, but I leave
it to you to develop the metrics you believe tell the story. Come back with a focused
approach and we’ll go from there.”
I leave the CFO’s office thinking, I couldn’t have asked for a more supportive
charter than that, could I?

METRICS COVER MORE THAN IT SYSTEMS
The quest for the right metrics has been illuminating for a couple of reasons.
First, I knew we generated a variety of volume-related statistics, for our internal
performance assessments and to support our insurance and risk management requirements. But I have to admit that we hadn’t considered a more proactive use of this
or other data—until it was made clear that performance metrics were going to be a
much bigger deal.
Second, after some serious Web surfing and literature review, it became clear
that the bibliography for “security metrics” was limited, to say the least. Limited to
information security, that is.
For example, The Robert Frances Group states that “…collecting and reporting
security metrics is an integral part of an enterprise security strategy. IT executives
should examine their metrics collection practices to ensure that the metrics collected
are useful and understandable, and cover all necessary security aspects.” I thought
“enterprise security strategy” covered the whole corporation? Why talk only about
“IT executives”? A security metrics consortium was founded by a group of leading
CSOs and CISOs and announced that “was established to define such real world
metrics, giving CISOs and CSOs the ammunition to adequately protect digital assets
of their organizations.” Digital assets? Do you mind if I protect people, assets, and
maybe reputation before all the zeros and ones? It’s a damn shame that professionals
with their heads screwed on straight failed to include the whole landscape of security
metrics in their leadership model from the get go.
Our research on the Web confirmed that the IT security consultants and centers of
technical expertise were the prime movers in security metrics. This highlights what
I can only conclude is a general absence of interdisciplinary debate, benchmarking,
project coordination, and collaboration among security professionals.
The dominance of the digerati is disappointing, but I have to applaud the fact
that a core element of our security profession sees the wisdom of building a security
metrics database. The digital side clearly has the machines to log and track metrics
like intrusion attempts, virus incursions, access attempts, blocked internet sites, and
sophisticated monitoring and scanning tools to check on IT health on a nanosecond
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schedule. But I learned early that an enterprise security metrics and measurements
program has to be significantly broader and deeper than this.

DATA ON HAND, AWAITING ANALYSIS
My group wasn’t totally in the dark on metrics tracking. We have always watched
trends on losses, exposures, shrinkage, recovery, safety, caseloads, incidents, various
measures to prioritize investigations, response times, false alarms, outages, and so
on. We have a global incident reporting system that probably houses terabytes of
data. We just hadn’t considered how this information could be organized to make
the business safer, more efficient, less costly, better managed, and more accountable.
When I look at that statement, it makes me shudder at what we/I didn’t know because
we were just making lists and counting things.
We were sitting on reams of historical data that failed to provide real, actionable information. We fed the databases hourly without fail. My investigative team
conducts hundreds of cases annually, has solid recoveries, makes successful referrals
for prosecution, and documents our findings with solid conclusions. But when we
reviewed several of these, it was amazing what information we had failed to pass on
to business units on internal control deficiencies, managerial failures, and, most critically, actionable recommendations on vulnerability fixes. We had been missing the
gold in the work—the lessons learned, the take aways, the kind of information that
can lead to real, incremental improvement in protection.
Thinking more strategically about our metrics initiative also meant considering
the multiple constituencies who would receive our reports and feedback. There are
several stakeholders in this game. I know I could work with the CFO, but to influence the business as a whole we had to identify others who would benefit from the
knowledge we could package and deliver.
HR and legal counsel were early partners and the general auditor followed. Collaborative discussions centered on our metrics both revealed new knowledge of
emerging risk and also synched with their own findings and concerns. Sharing this
information enabled us to connect the dots. The result: 1 + 1 = 3. This simple set of
discussions has invigorated an internal governance dynamic that put our security
programs far more meaningfully into the enterprise risk management agenda.

LESSONS LEARNED
Some of my lessons learned as a result of this charter from the CFO:
•	Engage your internal business unit clients in identifying metrics vital to their success. Consider cycle times for your processes that impact them (like background
investigations), loss reduction (be specific), use of technology versus use of manpower, proactive identification of vulnerabilities that could impact uptime reliability,
and increased efficiency/reduced business impact from essential security processes.
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•	Risk analysis is a must. If you aren’t thoroughly engaged in the proactive
identification of risk, I assume you have an updated resumé. These activities are
the essence of security management and provide incredible opportunities for
metrics to influence the quality of enterprise protection.
•	Identify incident trends important to key senior managers. If you are connecting
qualitatively with your leadership, you will have to know what is keeping them
awake at night in your space and theirs. Your metrics are the license to influence
policy, behavior, and support for security programs.
•	As you consider the metrics you will build into your core presentation, make
certain you are reporting on verifiable conclusions that result from analysis—
not guesswork or symptoms.
•	Develop a few value indicators that you can track and report on with a high degree
of reliability. How is value defined for security in your company? Is that assessment
accurate and complete? How is value defined for some of your service provider
peers in the company? What about metrics around cost avoided, recovery above a
threshold, avoidance of sanctions, reduction of risk to employees, improved cycle
times, and the like are attractive to your constituents.
•	Formalize the relationship with your key governance partners. Meet regularly to
compare notes on emerging risks, develop shared metrics presentations, enable
ongoing incident postmortem learning.
•	Develop a couple of confidence indicators. There are people in your company
that really know how customer satisfaction can and should be measured. Engage
them and measure your team’s results with your customers. Measure your success in influencing business process improvements from your risk assessments
and investigative postmortems.
•	Have every security manager responsible for reporting on two to three key measures of program success. Incorporate the metrics into your overall storyboard.
•	Build a couple of “stretch objectives” into your annual business plan. Go for a
measurable reduction in a concerning risk trend, incremental improvement in a
key cycle time, reduced cost of protection.
•	Lastly, keep it simple and, above all, check your numbers.
Oh, by the way, it went really well with the CFO. I’ve even learned to balance
my checkbook.

Some Notes to the Reader on Using
This Book
If there is one thematic target that should guide the metrics hunt, it is that of value—
how should it be defined, measured, and presented in a portfolio of security metrics?1
It is likely doubtful that security’s value has a uniform definition for every company
that has an established security department. However, it may be said that an ability to
effectively communicate and advertise how enterprise protection solutions contribute
value to the business is related to an ability to inform and tell stories around solid,
well-crafted security metrics.
The following stories have been organized to build on a principal theme of having
metrics that demonstrate the security department’s value to the corporation. Many of
the examples contain a variety of metric outputs related to the script or headline that
serves the purpose of the chart. The objective with these examples is simply to plant
seeds and prompt ideas. If there were an ideal scenario for this work, it would be
around the discovery of how to put that data of yours to work in ways you have not
yet tried and with positive results you had not envisioned or thought possible.
Here are brief summaries on the half dozen buckets that follow. I hope they
contain a few gems that will work in your security organization.
Beginnings—The initial collection focuses on the why, what, and how of a security metrics program. Since so much of what is being learned about this subject on
my own and from reviewing scores of others’ programs has illustrated the lack of
attention to the basics, I thought these few pages would help the reader get grounded
on some key concepts I think are essential measures of a metrics program.
Risk—I am also strongly biased toward focusing our measures and metrics on
risk; after all, it is why we have a job. We add value where we enable the business
to avoid risk and an element of that enablement is actionable information and a centerpiece should be our metrics reporting. Thus, a brief cross-section of examples to
consider and hopefully prompt ideas for your own risk reporting. I also link this perspective on risk to a section on our ability to influence corporate policy and behavior.
Insider Risk—This is what should keep every CEO awake at night and we have
a unique perch from which to view risk exposure and influence accountability—or at
least eliminate plausible denial. Depending on the reader’s security program involvement, understanding our opportunities to provide a lens on reputational risk and corporate integrity is a valuable metrics product offering.
Influence—I see our ability to influence as a key performance indicator. Our
metrics are the products of our marketing and communications strategy. When they
1 Return-on-investment

(RoI) certainly belongs in this bucket but I am biased toward a broader view;
one that enables the business to see security’s value as a full partner in business strategy and enterprise
risk management. Compared to our business peers, we have done a lousy job in selling our value proposition to those who should know it by heart.
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are accurate, timely, informative, and actionable, they can tell a story that no other
member of the enterprise risk management and corporate governance team can bring
to the table. I believe every security manager should consider having a few key influence indicators focused on the actionable needs of their primary customers.
How well connected are we to the business? How should we measure our partnership with core business strategy and process? If you can see how our ability to
influence through metrics could serve a customer in avoiding a risk, what other information could provide a valued perspective to a business decision-maker? A faster,
more secure supply chain? Improved cycle times for hiring and access? A safer
workplace or elimination of hazards that cause critical process interruption? Good
opportunities for metrics are here as well.
How well are security’s varied programs performing and why does it make a
difference? Key performance measures are an integral element of business management. Every security program has embedded objectives that define the desired results
require measurement—and measurements deliver metrics. Additionally, cycle time,
customer satisfaction, SLAs, regulatory compliance, benchmarking, and other means
of performance provide qualitative reporting opportunities for security management.
Building your metrics for impact and results—Do not waste time building
a metric unless you have a clear idea about what result you want it to achieve. The
articles in this book all contain a snapshot of one or more results that should be the
intent or anticipated result of the metric(s) discussed. I would hope this will prompt
your consideration of a potential benefit to your program.
Searching for ideas? The table of contents is reasonably suggestive of potential
points of interest but I have also provided a list of charts and a high level topical
index to compliment the reader’s use of this reference.
Building the knowledge base is a shared exercise—In addition to my own
experience and probing, much of what you will find in here is the result of a lot of
discussions and idea sharing with a lot of really smart colleagues from across global
security organizations. As you consider and hopefully apply some of the concepts
contained in this book, I hope you will share that experience and your applications
with me. What worked and what did not and why? What is missing here that you
hoped you would find? You can reach me at contact@secleader.com.

CHAPTER

Metrics Management—It is
Not About the Numbers

1

INTRODUCTION
During the past several years, the more I’ve worked with some really good security
organizations to assess and develop their metrics programs, the more I’m convinced
that metrics isn’t about the numbers, it’s about measuring performance of people,
process, and performance. Don’t get me wrong: We need to build and maintain lists
of numbers, but this is just the beginning of the work. Like a smart colleague of mine
says, “It’s just counting nails.” What do these numbers mean? What story do they
tell, what action is required—and by whom?
This first section is focused on metrics program management in three parts. It
begins with a metrics program assessment that can affirm a mature program or direct
remedial action on perceived shortcomings gleaned from an honest self-evaluation.
I recommend this process to the reader regardless of your level of accomplishment
in our craft.
Measuring your various programs is not something extra to do. It is a key element of management
and an expectation of your position.

The next section sets forth a six-step process for putting to work what you have
gleaned from this self-assessment and using the data you have waiting to be mined.
Building a security metrics program keyed to the unique needs of your company is
not about incident reports and spreadsheets full of activity and event data. These
are just the fuel that powers the analysis and judgment that yield your metrics. You
have the data. You have the ability to tell powerful stories that can influence business
strategy, corporate policy, and have a measurable impact on risk. But those stories
and that ability to communicate with impact are the products of a well-established
connection to the business and a disciplined process of data and information management. The steps briefly outlined in this chapter are both proven and just plain
common sense.
The third and final section in this management review is a discussion of my sense
of the state of the art regarding corporate security metrics. Note the emphasis. There
are some outstanding books on information security metrics but very few on the
portfolio of work confronting the corporate Chief Security Officer (CSO). I lean
Measuring and Communicating Security’s Value. http://dx.doi.org/10.1016/B978-0-12-802841-4.00001-7
Copyright © 2015 Elsevier Inc. All rights reserved.
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on some benchmarking results along with an assembly of excuses I’ve heard over
many years—they are excuses I’ve said myself and then had the audacity to complain about when I heard them from others who continue to labor at this business of
corporate security.
Chapters 2 and 3 will delve into various examples of security programs and their
measures and metrics.

METRICS PROGRAM ASSESSMENT
Much of what follows in this book is focused on examples of security management
challenges and opportunities, and the role and contribution I see for measurements
and metrics. But I think it is important to level-set where you stand in terms of your
program’s status, whether you are reading this as a security executive with a solid
metrics program, one desiring to reinvent or build a body of security metrics, or
perhaps as a student of the discipline. In working with scores of corporate security
organizations over the past decade, I’ve found that there are about a dozen questions
about the organizations’ metrics programs that effectively serve to focus the manager
on developmental priorities. I included this material in the second edition of my first
book on measures and metrics, but repeating it here is a logical beginning to my new
work, and helps us consider the potential value of the examples that are discussed
throughout.
The following metrics self-assessment tool walks security managers through a
number of questions about how they would rank their program’s maturity. Take an
honest look at each of the descriptions and see how you would assess your current security metrics program. If you think carefully about the questions and your
assessment compared to the alternatives, I think you will find a roadmap for targeted
improvements.
What is the business case for your security organization and how do you want it measured? What
are the quantifiable measurements that ought to apply to management’s assessment of value? How
would you grade your measurements and metrics?

You can work this assessment on your own if you are a sole practitioner. But if
you have a team of managers leading various programs and functions, it would be
advisable to develop this as a team exercise. It will get everyone (hopefully) on the
same page, and will help to chart your program’s strengths, weaknesses, opportunities and threats (SWOT). This self-assessment is a precursor to the metrics
construction process that takes the reader through six steps in building a program.
Use it to leverage your strengths and opportunities and note where each of the steps
offers an approach to mitigating your weaknesses and threats.

  Metrics Program Assessment

Metrics Self-assessment Tool
Review and fill in the attached self-assessment questionnaire. Select the one statement
in each section that best suits your metrics program, and designate the current level of
accomplishment for your selection. For example, if you selected 1.2 Management is
beginning to seek performance measures and metrics from security, a Level 1 would
indicate you are at the earliest stage of response to this need. If none fit the bill, insert your
own selection as noted.
Key Metrics Program Indicators
1. Organizational Context

Maturity Level
Level 1

Level 2

Level 3

Level 1

Level 2

Level 3

Level 1

Level 2

Level 3

1.1. Metrics are an accepted element within selected
business operations but have not been requested from
security.
1.2. Management is beginning to seek performance
measures and metrics from security.
1.3. Performance measures and metrics are a required
element of program management.
(Insert your own performance indicator if not listed or
adaptable above).
2. Current Status of Metrics Within the Security
Department
2.1. Recognized need and trying to understand best
first steps.
2.2. Established objective but just in very early stages of
development.
2.3. We have a variety of data and now are moving to
identify best approach for desired results.
2.4. We have several focused metrics outputs for targeted constituents, but now want to elevate the content
and management (or board) targeting.
2.5. We have a well-established program with quality
reporting, and now desire to develop a more directed and
influential set of measures and metrics.
(Insert your own performance indicator if not listed or
adaptable above).
3. Data Availability
3.1. We do not currently have a centralized incident
reporting system.
3.2. We have a limited incident reporting database that
is distributed among multiple security-related functions.
3.3. We have an enterprise-wide incident reporting
and case management system that enables reporting of
desired metrics.
(Insert your own performance indicator if not listed or
adaptable above).
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4. Data Reliability

Level 1

Level 2

Level 3

Level 1

Level 2

Level 3

Level 1

Level 2

Level 3

4.1. Our incident and performance-related data do not
currently have consistent standards of review and reliability.
4.2. Although our incident and performance-related data
are distributed among multiple organizational units, there are
consistent standards of review and reliability for reporting up.
4.3. We have an enterprise-wide incident and
performance-related data repository with consistent
standards of review and reliability.
(Insert your own performance indicator if not listed or
adaptable above).
5. Analytical Scope and Discipline
5.1. Current processing of incident and performance
data is primarily limited to maintaining counts of various
data elements for trend analysis and reporting.
5.2. A limited number of security programs are thoroughly analyzed for qualitative and quantitative findings
and targeted reporting.
5.3. Selected security programs have established
performance measurement criteria and are consistently
tracked and subjected to in-depth analysis.
5.4. All security programs are subjected to ongoing
qualitative and quantitative measurement with metrics
outputs available for management reporting.
(Insert your own performance indicator if not listed or
adaptable above).
6. Analytical Benefits
6.1. While it is an objective, we do not currently provide
a measurable level of analysis to our incident and program
performance data.
6.2. We see measurable results when we provide analyses of business unit risk exposure and security advice to
business units.
6.3. Our analyses provide evidence of compliance with
applicable regulations.
6.4. Our analyses provide evidence of business unit compliance with policies related to internal controls and security.
6.5. Our analyses of security program performance has
enabled demonstrably improved management understanding of the value of security investments.
6.6. Our ongoing analyses of risk assessment and
security program performance data is a required
deliverable to senior management (and the board).
(Insert your own performance indicator if not listed or
adaptable above).

  Metrics Program Assessment

7. Reporting

Level 1

Level 2

Level 3

Level 1

Level 2

Level 3

Level 1

Level 2

Level 3

Level 1

Level 2

Level 3

7.1. Reporting is primarily for internal security department program performance tracking.
7.2. There are multiple security functions with no consolidated metrics reporting.
7.3. Formal reporting of program performance data
is limited to a select few key indicators required by
management.
7.4. We provide a variety of standardized and tailored
metrics reports to management on an established schedule.
(Insert your own performance indicator if not listed or
adaptable above).
8. Directional Performance Standards and Guidelines
8.1. We have not found a set of security-related standards or guidelines that may be useful as measurement
benchmarks.
8.2. We currently do not use an established body of industry or locally developed performance standards or guidelines
that may be used as benchmark targets for metrics.
8.3. We have adopted a selected set of measurable
performance standards or guidelines developed by others
that are tracked and reported to management.
8.4. We have both adopted externally produced performance standards and developed others appropriate to our
unique business management requirements.
(Insert your own performance indicator if not listed or
adaptable above).
9. Actionability
9.1. Our metrics are limited to occasional reports that
are primarily designed to inform on status of selected
trends over time.
9.2. We are in the process of developing a body of metrics that may be used to measure the value and effectiveness of security programs.
9.3. Our metrics are primarily analyzed and delivered
to affirm positive business unit action or advise and direct
corrective actions.
(Insert your own performance indicator if not listed or
adaptable above).
10. Resources and Tools
10.1. Resource constraints currently limit our ability to
maintain an effective security metrics program.
10.2. Each security manager is required to maintain basic
performance metrics for each of their assigned programs.
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10.3. We devote adequate staff time and employ a
robust set of applications to maintain and deliver a variety
of metrics reports to management.
10.4. Our company has developed dashboard models
that we are adapting to suit our security metrics reporting
requirements.
(Insert your own performance indicator if not listed or
adaptable above).
11. Data Sensitivity and Protection

Level 1

Level 2

Level 3

Level 1

Level 2

Level 3

11.1. There are safeguards to protect the confidentiality
of metrics data that could reveal potentially risky information to unauthorized individuals.
(Insert your own performance indicator if not listed or
adaptable above).
12. Summary Assessment: Measuring Security’s Value
to the Enterprise
12.1.We are actively seeking a body of metrics capable
of demonstrating measurable value to the enterprise.
12.2. We have a body of metrics accepted by management as demonstrating measurable value to the enterprise.
(Insert your own performance indicator if not listed or
adaptable above).
Organization:
Evaluator:
Date:

USING THIS ASSESSMENT
If you are just beginning the hunt for your few meaningful metrics, you need to carefully consider the implications of your choices. For example, consider your selection
of these options:
  
3.1. We do not currently have a centralized incident reporting system;
4.1. Our incident and performance-related data do not currently have consistent
standards of review and reliability; and
5.1. Current processing of incident and performance data is primarily limited to
maintaining counts of various data elements for trend analysis and reporting.
  
Reliability is the heart of a metrics program, so that is your first priority in the building process.

The absence of a centralized reporting system is not a show-stopper, but lack of
an effective incident reporting system is. In the former, you have the data distributed

